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Educational Agenda 
 

0:00 – 0:15 min – Social media and background basics: 

 Social media facts 

 Types of information available 

 Conduct a cursory search 

 Uses of the information in an legal context 

 Limitations of social media and background checks 
 
0:15 - 0:30 min – How a social media/background investigation is conducted: 

 Contacting public entities for records 

 Types of information contained in public records such as foreclosures 

 Freedom of Information (Federal, State & Local differences) 

 Accessing social media profiles and storing information in an ethical and legal 
manner (discussion of current laws, penalties and case studies of illegally conducted 
investigations) 

 Determining the identity is correct 

 Logging alias accounts and hidden content in a legal manner 

 Methods of legally monitoring electronic information for changes 
 
0:30 – 0:45 min – Using Gathered Information for Legal Files 

 Enhancing surveillance of suspected fraud in insurance cases by utilizing social 
media information 

 Gathering information relating to pre-existing medical conditions 

 Preparing for an investigation on a case which may become litigated 

 Using social media for jury research 
 
0:45 – 1:00 hr. – Working With Legal Counterparts on Litigated Files 

 What information to ask of a claimant to increase the likelihood of a fruitful 
investigation. 

 Chain of custody 

 Testifying in court 

 Bullet-line affidavits in order to establish an investigator as a foundational witness in 
a social media investigation. 

 

What’s the big deal with social media? 
 
Decade ago social media was barely in the periphery of the Law’s vision.  It was the height of MySpace 
and Facebook was barely getting off the ground. Smartphones as we know today didn’t exist and 
neither did sites such as social media platforms such as Twitter, Instagram and Pinterest to name a 
few. Now, there is virtually no escaping social media and the influence it has in our daily lives. The 
following Pew Research data shows the extent of social media usage in 2014. 
 



 

 

Social Networking Fact Sheet 
 
Highlights of the Pew Internet Project’s research related to social networking. 
As of January 2014, 74% of online adults use social networking sites. 
 

 
 
As of September 2014: 

 71% of online adults use Facebook 

 23% of online adults use Twitter 

 26% use Instagram 

 28% use Pinterest 

 28% use LinkedIn 
 
In May 2013, 74% of women were users of social networking sites, compared with 62% of men. 
Between February 2005 and August 2006, the use of social networking sites among young adult internet 
users ages 18-29 jumped from 9% to 49%. Social networking site use by age group, over time: 
 

http://www.pewinternet.org/files/2013/12/who-uses-sns.png


 

 

 
  

Mobile 
 
The growing ubiquity of cell phones, especially the rise of smartphones, has made social networking just 
a finger tap away.  Fully 40% of cell phone owners use a social networking site on their phone, and 28% 
do so on a typical day.  Young people, blacks, Hispanics, the highly educated and those with a higher 
annual household income are more likely to use SNS on their phones than other groups. 



 

 

 
 

Social impact 
 
Do social networking sites isolate people and truncate their relationships? Or are there benefits 
associated with being connected to others in this way? In November 2010, we examined SNS in a survey 
that explored people’s overall social networks and how use of these technologies is related to trust, 
tolerance, social support, community, and political engagement, and found: 



 

 

 

 Social networking sites are increasingly used to keep up with close social ties 

 The average user of a social networking site has more close ties and is half as likely to be socially 
isolated as the average American 

 Facebook users are more trusting than others 

 Facebook users have more close relationships 

 Internet users get more support from their social ties and Facebook users get the most support 

 Facebook users are much more politically engaged than most people 

 Facebook revives “dormant” relationships 

 MySpace users are more likely to be open to opposing points of view 
 

Creators and curators 
 
As of August 2012: 

 46% of adult internet users post original photos or videos online that they themselves have 
created. We call them creators. 

 41% of adult internet users take photos or videos that they have found online and repost them 
on sites designed for sharing images with many people. We call them curators. 

 
Overall, 56% of internet users do at least one of the creating or curating activities we studied and 32% of 
internet users do both creating and curating activities. 

 

Power users 
 
The average Facebook user gets more from their friends on Facebook than they give to their friends. 
Why? Because of a segment of “power users,” who specialize in different Facebook activities and 
contribute much more than the typical user does. 
 
We conducted a new study that for the first time combines server logs of Facebook activity with survey 
data to explore the structure of Facebook friendship networks and measures of social well-being. These 
data were then matched with survey responses. And the new findings show that over a one-month 
period: 

 40% of Facebook users in our sample made a friend request, but 63% received at least one 
request 

 Users in our sample pressed the like button next to friends’ content an average of 14 times, but 
had their content “liked” an average of 20 times 

 Users sent 9 personal messages, but received 12 

 12% of users tagged a friend in a photo, but 35% were themselves tagged in a photo 

 

Politics 
 
Social networking sites have become an important additional arena for politics.  They are a resource for 
political news, information, finding likeminded issue-oriented people, and a tool for voter outreach in 
the run-up to elections.  During the 2012 campaign season, Pew Internet released a number of reports 
on the role of social networking sites on elections and the political process. 
 



 

 

 

Overcoming Potential Legal Challenges to the 

Authentication of Social Media Evidence 
By John Patzakis 

Abstract: 
 
Social media evidence is highly relevant to most legal disputes and broadly discoverable, but 
challenges lie in evidentiary authentication without best practices technology and processes. 
This whitepaper examines these challenges faced by eDiscovery practitioners and 
investigators and illustrates best practices for collection, preservation, search and production 
of social media data. Also highlighted in this paper are examples of numerous unique 
metadata fields for individual social media items that provide important information to 
establish authenticity, if properly collected and preserved. 
 
With over 800 million Facebook users and 300 million people with Twitter accounts, evidence from 
social media sites can be relevant to just about every litigation dispute and investigation matter. Social 
media evidence is widely discoverable and generally not subject to privacy constraints when established 
to be relevant to a case, particularly when that data is held by a party to litigation or even a key witness. 
However recent court decisions reflect that the main pressing concern for attorneys, eDiscovery 
practitioners and investigators is the authentication of social media data for admission into evidence in 
court. 
 
Under US Federal Rule of Evidence 901(a), a proponent of evidence at trial must offer “evidence 
sufficient to support a finding that the matter in question is what its proponent claims.” Unless 
uncontroverted and cooperative witness testimony is available, the proponent must rely on other 
means to establish a proper foundation. A party can authenticate electronically stored information 
(“ESI”) per Rule 901(b)(4) with circumstantial evidence that reflects the “contents, substance, internal 
patterns, or other distinctive characteristics” of the evidence. Many courts have applied Rule 901(b)(4) 
by ruling that metadata and file level hash values associated with ESI can be sufficient circumstantial 
evidence to establish its authenticity.2 
 
Given the transient and cloud-based nature of social media data, it generally cannot be collected and 
preserved by traditional computer forensics tools and processes. Full disk images of computers in the 
cloud is effectively impossible and the industry has lacked tools designed to collect social media items in 
a scalable manner while supporting litigation requirements such as the capture and preservation of all 
key metadata, read only access, and the generation of hash values and chain of custody. In fact, the 
proper and timely preservation of social media evidence is a major concern, with courts finding 
spoliation3 or disallowing mere printouts of social media data as inadequate to establish a proper 
foundation. 
 
In of State of Connecticut vs. Eleck,4 the court rejected Facebook evidence in the form of a simple 

printout, for failure of adequate authentication. The court noted that it was incumbent on the party to 

seeking to admit the social media data to offer detailed “circumstantial evidence that tends to 



 

 

authenticate” the unique medium of social media evidence. Conversely, in State vs. Tienda,5the 

prosecution successfully admitted key MySpace evidence over the defendant’s objection, laying a 

foundation through various circumstantial evidence. Among this key circumstantial evidence were 

relevant metadata fields, other evidence from defendant Tieda’s MySpace page, including his username, 

which was consistent with Tienda’s commonly known nick name, his email addresses registered to the 

account, user ID number, stated location (Dallas), communications with other suspects, and numerous 

posted photos of Tienda with associated date and time stamps. 

The Texas appellate court determined that “this is ample circumstantial evidence—taken as a whole 
with all of the individual, particular details considered in combination—to support a finding that the 
MySpace pages belonged to the appellant and that he created and maintained them.” 
 
The lesson from these cases illustrates that to properly address these authentication and preservation 
challenges, social media data must be properly collected, preserved, searched and produced in a 
manner consistent with best practices so that all available circumstantial evidence is collected, including 
metadata. When social media is collected with a proper chain of custody and all associated metadata is 
preserved, authenticity is much easier to establish. For instance, the following are just some of the key 
metadata fields for individual Facebook posts (such as a photo or status update) that together provide 
important information to establish authenticity of the tweet, if properly collected and preserved: 
 
Metadata Field                    Description 
 
Uri      Unified resource identifier of the subject item 
fb_item_type      Identifies item as Wallitem, Newsitem, Photo, etc. 
parent_itemnum     Parent item number-sub item are tracked to parent 
thread_id      Unique identifier of a message thread 
recipients      All recipients of a message listed by name 
recipients_id      All recipients of a message listed by user id 
album_id      Unique id number of a photo or video item 
post_id       Unique id number of a wall post 
application  Application used to post to Facebook (i.e, from an 

iPhone or social media client) 
user_img      URL where user profile image is located 
user_id       Unique id of the poster/author of a Facebook item 
account_id      Unique id of a user’s account 
user_name      Display name of poster/author of a Facebook item 
created_time      When a post or message was created 
updated_time      When a post or message was revised/updated 
To       Name of user whom a wall post is directed to 
to_id       Unique id of user whom a wall post is directed to 
Link       URL of any included links 
comments_num     Number of comments to a post 
picture_url      URL where picture is located 
 
 
Any one or combination of these fields can be key circumstantial data to authenticate a social media 
item, or constitute substantive evidence in and of itself. Twitter and LinkedIn items have their own 
unique but generally comparable metadata6. In addition to collection of all such key metadata, it is 



 

 

important that MD5 hash values of each social media item are automatically generated at the time of 
their collection, and that unique case information is generated to support a proper chain of custody. 
However, many ad hoc measures currently used to collect social media for use in court do not meet 
these requirements. Screen capture tools and many archive services fail to collect most available 
metadata or generate hash values for individual social media items upon collection. 
 
The Facebook self-collection mechanism currently will not collect most available metadata information, 
will not generate hash values, and will only provide content from the user’s own account while omitting 
content contributed by that user to their friend’s account, such as their “walls.” eDiscovery leader KMPG 
provided a written release noting that the Facebook download feature “was not conceived to be a 
forensic collection tool. The only original timestamps that it preserves are in the HTML files which can be 
easily modified.” There currently is no self-collection or even export feature for Twitter. 
 
 

Notes: 
 

1 John Patzakis is an attorney who frequently lectures and is extensively published on issues related to computer 
forensics, electronic discovery and the authentication of electronically stored information. He is the Founder and CEO 
of X1 Discovery.Previous to X1 Discovery, he was a co-founder of Guidance Software, Inc., the developer of EnCase.  
2 Lorraine v. Markel American Insurance Company, 241 F.R.D. 534 (D.Md. May 4, 2007) 
3 Lester vs. Allied Concrete Company (VA, 2011) is believed to represent he largest eDiscovery sanction ever 
imposed on an individual attorney (see http://wp.me/p1R4t2-49 for case details). See also, Katiroll Co., Inc. v. Kati 
Roll & Platters, Inc., 2011 WL 3583408 (D.N.J. Aug. 3, 2011) 
4 2011 WL 3278663 (Conn.App. 2011) 
5 --- S.W.3d ---- (Tx.App.2012); 2012 WL 385381 
6 A full listing of metadata captured from Twitter by X1 Social Discovery is available here (X1 Discovery blog):  
http://wp.me/p1R4t2-1W and the product user manual: http://download.x1discovery.com/cs/x1sd_user_manual.pdf 
7 Griffin v. State of Maryland, 2011 WL 1586683, at *94 (Md. Apr. 28, 2011) 
*Reprinted with permission of X1 Discovery. 
 

Cursory Search 101 
Below is what we call the “90 second” cursory search which we encourage proactive clients to 
complete. This can give a decent initial look into whether the individual you are interested in 
referring for a social media investigation has a significant internet footprint. 
 
Search the "Big Four" directly using full name and email if you are in possession: 
 

 Facebook 

 Twitter 

 Instagram 

 LinkedIn 
 

Exhaust the following Google search strings: 

 "John Smith" + Ukiah 

 "Smith, John" + Ukiah 

 "John Smith" + boxing 

 "Jsmith2177@yahoo.com" 

 "jsmith2177" 

 inurl:jsmith2177 

 "510.555.1234" 



 

 

 

Social Media Referral Criteria 
Not all cases are candidates for social media investigations. Although the cost-benefit ratio is 

attractive at all times, there are certain criteria which can help ensure that a referral has the 

maximum chances for success. Unless you have information that a social media presence already 

exists, use the following information to help assess whether you may be dealing with a high 

probability investigative opportunity. 

 Individual is born after 1970 

 Has notable hobbies or interests such as boxing, yoga, horseback riding, etc. 

 Individual does not have an overly common name 

 Known area of residence 

 Active social/family life 

 According to Facebook, women post 3.5x as much as men  
 

To a lesser degree the following information usually results in a fruitful investigation: 

 Known side businesses 

 Known to engage in leadership or volunteering in the community 

 Recent vacation 

 Active in children’s extra-curricular activities 

 In possession of a personal email address 
 

Best Practices for Investigative Firm Selection 
Retrieving social media evidence can sometimes be a straight-forward task for people who are not 

keen on maintaining their privacy. However, ensuring the evidence is courtroom-ready is another task 

altogether. 

1. The investigative firm should naturally be licensed in the state they are conducting the 
search. A successful social media search will necessitate database access that is 
commercially-restricted. 

2. The searches should be conducted by a trained, full-time research analyst, not an 
investigative generalist. The lion’s share of social media investigations in the market today 
are done by surveillance investigator with consumer-grade technology. 

3. The company should have experience testifying as to the authenticity of the evidence in a 
court of law. They should be comfortable in writing bullet-line affidavits and providing in-
person or videoconference testimony. 

4. A standardized method of collecting, preserving and presenting metadata should be in 
place. 

5. Real-time, software-based monitoring of profiles is desired if surveillance opportunities are 
to be leveraged. 

 



 

 

A few phrases should raise eyebrows:  
 

1. “We can get access to private profiles.” 
2. “We can track people’s location in real-time.” 
3. “We use fake/alias profiles to send friend invites” 
4. “We use proprietary software” a.k.a. “We have heard of a website called Google.” 

 

Various BAR Opinions for Further Reading 
 

Oregon BAR FORMAL OPINION NO. 2013-189 
Accessing Information about Third Parties Through a Social Networking Website  
 
Facts: 

Lawyer wishes to investigate an opposing party, a witness, or a juror by accessing the person’s 
social networking website. While viewing the publicly available information on the website, Lawyer 
learns that there is additional information that the person has kept from public view through privacy 
settings and that is available by submitting a request through the person’s website. 
 
Questions: 

1. May Lawyer review a person’s publicly available information on a social networking website? 
2. May Lawyer, or an agent on behalf of Lawyer, request access to a person’s non-public 

information? 
3. May Lawyer, or an agent on behalf of Lawyer, use a computer username or other alias that does 

not identify Lawyer when requesting permission from the account holder to view non-public 
information? 

 
Conclusions: 

1. Yes. 
2. Yes, qualified. 
3. No, qualified. 

 
Discussion: 
1. Lawyer may access publicly available information on a social networking website.1 

Oregon RPC 4.2 provides: 
In representing a client or the lawyer's own interests, a lawyer shall not communicate or 
cause another to communicate on the subject of the representation with a person the 
lawyer knows to be represented by a lawyer on that subject unless: 
(a) the lawyer has the prior consent of a lawyer representing such other person; 
(b) the lawyer is authorized by law or by court order to do so; 
or 
(c) a written agreement requires a written notice or demand to be sent to such other 
person, in which case a copy of such notice or demand shall also be sent to such other 
person's lawyer. 

 



 

 

Accessing the publicly available information on a person’s social networking website is not a 
“communication” prohibited by Oregon RPC 4.2. OSB Formal Ethics Op No 2005-164 discusses the 
propriety of a lawyer accessing the public portions of an adversary’s website and concludes that doing 
so is not “communicating” with the site owner within the meaning of Oregon RPC 4.2. The Opinion 
compared accessing a website to reading a magazine article or purchasing a book written by an 
adversary. The same analysis applies to publicly available information on a person’s social networking 
web pages.2 
 
2. Lawyer may request access to non-public information if the person is not represented by counsel in 
that matter and no actual representation of disinterest is made by Lawyer. 

To access non-public information on a social networking website, a lawyer may need to make a 
specific request to the holder of the account.3 Typically that is done by clicking a box on the public 
portion of a person’s social networking website, which triggers an automated notification to the holder 
of the account asking whether he or she would like to accept the request. Absent actual knowledge that 
the person is represented by counsel, a direct request for access to the person’s non-public personal 
information is permissible. OSB Formal Ethics Op No 2005-164.4 

In doing so, however, Lawyer must be mindful of Oregon RPC 4.3, which regulates 
communications with unrepresented persons. Oregon RPC 4.3 provides, in pertinent part: 

In dealing on behalf of a client or the lawyer’s own interests with a person who is not 
represented by counsel, a lawyer shall not state or imply that the lawyer is 
disinterested. When the lawyer knows or reasonably should know that the 
unrepresented person misunderstands the lawyer’s role in the matter, the lawyer shall 
make reasonable efforts to correct the misunderstanding. 

 
The purpose of the rule is to avoid the possibility that a nonlawyer will believe lawyers “carry 

special authority” and that a nonlawyer will be “inappropriately deferential” to someone else’s lawyer. 
Apple Corps Ltd. v. International Collectors Soc., 15 F Supp2d 456 (DNJ 1998) (finding no violation of New 
Jersey RPC 4.3 by lawyers and lawyers’ investigators posing as customers to monitor compliance with a 
consent order).5 A simple request to access nonpublic information does not imply that Lawyer is 
disinterested” in the pending legal matter. On the contrary, it suggests that Lawyer is interested in the 
person’s social networking information, although for an unidentified purpose. 

Similarly, Lawyer’s request for access to non-public information does not in and of itself make a 
representation about the Lawyer’s role. In the context of social networking websites, the holder of the 
account has full control over who views the information available on his or her pages. The holder of the 
account may allow access to his or her social network to the general public or may decide to place some, 
or all, of that information behind “privacy settings,” which restrict who has access to that information. 
The account holder can accept or reject requests for access. Accordingly, the holder’s failure to inquire 
further about the identity or purpose of unknown access requestors is not the equivalent of 
misunderstanding Lawyer’s role in the matter.6 By contrast, if the holder of the account asks for 
additional information to identify Lawyer, or if Lawyer has some other reason to believe that the person 
misunderstands her role, Lawyer must provide the additional information or withdraw the 
request. 

If Lawyer has actual knowledge that the holder of the account is represented by counsel on the 
subject of the matter, Oregon RPC 4.2 prohibits Lawyer from making the request except through the 
person’s counsel or with the counsel’s prior consent.7 See OSB Formal Ethics Op No 2005-80 (discussing 
the extent to which certain employees of organizations are deemed represented for purposes of 
Oregon RPC 4.2). 
 



 

 

3. Lawyer may not advise or supervise the use of deception in obtaining access to nonpublic 
information unless Oregon RPC 8.4(b) applies. 

Oregon RPC 8.4(a)(3) prohibits a lawyer from engaging in “conduct involving dishonesty, fraud, 
deceit or misrepresentation that reflects adversely on the lawyer’s fitness to practice law.”8 See also 
Oregon RPC 4.1(a) (prohibiting a lawyer from knowingly making a false statement of material fact to a 
third person in the course of representing a client). Accordingly, Lawyer may not engage in subterfuge 
designed to shield Lawyer’s identity from the person when making the request.9 

As an exception to Oregon RPC 8.4(a)(3), Oregon RPC 8.4(b) allows a lawyer “to advise clients 
and others about or to supervise lawful covert activity in the investigation of violations of civil or 
criminal law or constitutional rights, provided the lawyer’s conduct is otherwise in compliance with  
these Rules of Professional Conduct.” For purposes of the rule “covert activity” means: 

[A]n effort to obtain information on unlawful activity through the use: of 
misrepresentations or other subterfuge. “Covert activity” may be commenced by a 
lawyer or involve a lawyer as an advisor or supervisor only when the lawyer in good 
faith believes there is a reasonable possibility that unlawful activity has taken place, is 
taking place or will take place in the foreseeable future.  
 

In the limited instances allowed by Oregon RPC 8.4(b) (more fully explicated in OSB Formal 
Ethics Op No 2005-173), Lawyer may advise or supervise another’s deception to access a person’s 
nonpublic information on a social networking website. 

 
_____________________________________________________________________________________ 
1. Although Facebook, MySpace, and Twitter are current popular social networking websites, this opinion is meant to apply to 
any similar social networking websites. 
2 This analysis is not limited to adversaries in litigation or transactional matters; it applies to a lawyer who is accessing the 
publicly available information of any person. However, caution must be exercised with regard to jurors. Although a lawyer may 
review a juror’s publicly available information on social networking websites, communication with jurors before, during, and 
after a proceeding is 
generally prohibited. Accordingly, a lawyer may not send a request to a juror to access non-public personal information on a 
social networking website, nor may a lawyer ask an agent do to do so. See Oregon RPC 3.5(b) (prohibiting ex parte 
communications with a juror during the proceeding unless authorized to do so by law or court order); Oregon RPC 3.5(c) 
(prohibiting communication with a juror 
after discharge if (1) the communication is prohibited by law or court order; (2) the juror has made known to the lawyer a 
desire not to communicate; or (3) the communication involves misrepresentation, coercion, duress, or harassment); Oregon 
RPC 8.4(a)(4) (prohibiting conduct prejudicial to the administration of justice). See, generally, §61:808, ABA/BNA Lawyers’ 
Manual on Professional Conduct and cases cited therein. 
3 This is sometimes called “friending,” although it may go by different names on different services, including “following” and 
“subscribing.” 
4 See, e.g., New York City Bar Formal Opinion 2010-2, which concludes that a lawyer “can—and should—seek information 
maintained on social networking sites, such as Facebook, by availing themselves of informal discovery, such as the truthful 
‘friending’ of unrepresented parties . . . .” 
5 See also ABA Model Rule 4.3, Cmt. [1] (“An unrepresented person, particularly one not experienced in dealing with legal 
matters, might assume that a lawyer is disinterested in loyalties or is a disinterested authority on the law even when the lawyer 
represents a client.”). Cf. In re Gatti, 330 Or 517, 8 P3d 966 (2000), in which the court declined to find an “investigatory 
exception” and disciplined a lawyer who used false identities to investigate an alleged insurance scheme. ORPC 8.4(b), 
discussed infra, was adopted to address concerns about the Gatti decision. 
6 Cf. Murphy v. Perger [2007] O.J. No. 5511, (S.C.J.) (Ontario, Canada) (requiring personal injury plaintiff to produce contents of 
Facebook pages, noting that “[t]he plaintiff could not have a serious expectation of privacy given that 366 people have been 
granted access to the private site.”) 
7 In re Newell, 348 Or 396, 409, 234 P3d 967 (2010) (reprimanding lawyer who communicated on "subject of the 
representation”). 
8 See In re Carpenter, 337 Or 226, 95 P3d 203 (2004) (lawyer received public reprimand after assuming false identity on social 
media website). 



 

 

9 See Oregon RPC 8.4(a), which prohibits a lawyer from violating the RPCs, from assisting or inducing another to do so, or from 
violating the RPCs “through the acts of another”). 

Approved by Board of Governors, February 2013. 

AMERICAN BAR ASSOCIATION STANDING COMMITTEE ON ETHICS AND 

PROFESSIONAL RESPONSIBILITY  
 
Formal Opinion 466 April 24, 2014  
Lawyer Reviewing Jurors’ Internet Presence  

Unless limited by law or court order, a lawyer may review a juror’s or potential juror’s Internet 
presence, which may include postings by the juror or potential juror in advance of and during a trial, but 
a lawyer may not communicate directly or through another with a juror or potential juror.  
A lawyer may not, either personally or through another, send an access request to a juror’s electronic 
social media. An access request is a communication to a juror asking the juror for information that the 
juror has not made public and that would be the type of ex parte communication prohibited by Model 
Rule 3.5(b).  

The fact that a juror or a potential juror may become aware that a lawyer is reviewing his 
Internet presence when a network setting notifies the juror of such does not constitute a communication 
from the lawyer in violation of Rule 3.5(b).  
In the course of reviewing a juror’s or potential juror’s Internet presence, if a lawyer discovers evidence of 
juror or potential juror misconduct that is criminal or fraudulent, the lawyer must take reasonable 
remedial measures including, if necessary, disclosure to the tribunal.  

 
The Committee has been asked whether a lawyer who represents a client in a matter that will 

be tried to a jury may review the jurors’ or potential jurors’1 presence on the Internet leading up to and 
during trial, and, if so, what ethical obligations the lawyer might have regarding information discovered 
during the review.  

 
Juror Internet Presence  

Jurors may and often will have an Internet presence through electronic social media or 
websites. General public access to such will vary. For example, many blogs, websites, and other 
electronic media are readily accessible by anyone who chooses to access them through the Internet. We 
will refer to these publicly accessible Internet media as “websites.”  
For the purposes of this opinion, Internet-based social media sites that readily allow account-owner 
restrictions on access will be referred to as “electronic social media” or “ESM.” Examples of commonly 
used ESM at the time of this opinion include Facebook, MySpace, LinkedIn, and Twitter. Reference to a 
request to obtain access to another’s ESM will be denoted as an “access request,” and a person who 
creates and maintains ESM will be denoted as a “subscriber.”  

Depending on the privacy settings chosen by the ESM subscriber, some information posted on 
ESM sites might be available to the general public, making it similar to a website, while other 
information is available only to a fellow subscriber of a shared ESM service, or in some cases only to 
those whom the subscriber has granted access. Privacy settings allow the ESM subscriber to establish 
different degrees of protection for different categories of information, each of which can require specific 
permission to access. In general, a person who wishes to obtain access to these protected pages must 
send a request to the ESM subscriber asking for permission to do so. Access depends on the willingness 
of the subscriber to grant permission.2  
 
This opinion addresses three levels of lawyer review of juror Internet presence:  



 

 

1. passive lawyer review of a juror’s website or ESM that is available without making an access 
request where the juror is unaware that a website or ESM has been reviewed;  

2. active lawyer review where the lawyer requests access to the juror’s ESM; and  
3. passive lawyer review where the juror becomes aware through a website or ESM feature of the 

identity of the viewer;  
 
Trial Management and Jury Instructions  

There is a strong public interest in identifying jurors who might be tainted by improper bias or 
prejudice. There is a related and equally strong public policy in preventing jurors from being approached 
ex parte by the parties to the case or their agents. Lawyers need to know where the line should be 
drawn between properly investigating jurors and improperly communicating with them.3 In today’s 
Internet-saturated world, the line is increasingly blurred.  

For this reason, we strongly encourage judges and lawyers to discuss the court’s expectations 
concerning lawyers reviewing juror presence on the Internet. A court order, whether in the form of a 
local rule, a standing order, or a case management order in a particular matter, will, in addition to the 
applicable Rules of Professional Conduct, govern the conduct of counsel.  
Equally important, judges should consider advising jurors during the orientation process that their 
backgrounds will be of interest to the litigants and that the lawyers in the case may investigate their 
backgrounds, including review of their ESM and websites.4 If a judge believes it to be necessary, under 
the circumstances of a particular matter, to limit lawyers’ review of juror websites and ESM, including 
on ESM networks where it is possible or likely that the jurors will be notified that their ESM is being 
viewed, the judge should formally instruct the lawyers in the case concerning the court’s expectations.  
 
Reviewing Juror Internet Presence  

If there is no court order governing lawyers reviewing juror Internet presence, we look to the 
ABA Model Rules of Professional Conduct for relevant strictures and prohibitions. Model Rule 3.5 
addresses communications with jurors before, during, and after trial, stating:  
 
A lawyer shall not:  

a) seek to influence a judge, juror, prospective juror or other official by means prohibited by law;  
b) communicate ex parte with such a person during the proceeding unless authorized to do so by 

law or court order;  
c) communicate with a juror or prospective juror after discharge of the jury if:  

1. the communication is prohibited by law or court order;  
2. the juror has made known to the lawyer a desire not to communicate; or  
3. the communication involves misrepresentation, coercion, duress or harassment . . .  

 
Under Model Rule 3.5(b), a lawyer may not communicate with a potential juror leading up to 

trial or any juror during trial unless authorized by law or court order. See, e.g., In re Holman, 286 S.E.2d 
148 (S.C. 1982) (communicating with member of jury selected for trial of lawyer’s client was “serious 
crime” warranting disbarment).  

A lawyer may not do through the acts of another what the lawyer is prohibited from doing 
directly. Model Rule 8.4(a). See also In re Myers, 584 S.E.2d 357 (S.C. 2003) (improper for prosecutor to 
have a lay member of his “jury selection team” phone venire member’s home); cf. S.C. Ethics Op. 93-27 
(1993) (lawyer “cannot avoid the proscription of the rule by using agents to communicate improperly” 
with prospective jurors).  

Passive review of a juror’s website or ESM, that is available without making an access request, 
and of which the juror is unaware, does not violate Rule 3.5(b). In the world outside of the Internet, a 



 

 

lawyer or another, acting on the lawyer’s behalf, would not be engaging in an improper ex parte contact 
with a prospective juror by driving down the street where the prospective juror lives to observe the 
environs in order to glean publicly available information that could inform the lawyer’s jury-selection 
decisions. The mere act of observing that which is open to the public would not constitute a 
communicative act that violates Rule 3.5(b).5  

It is the view of the Committee that a lawyer may not personally, or through another, send an 
access request to a juror. An access request is an active review of the juror’s electronic social media by 
the lawyer and is a communication to a juror asking the juror for information that the juror has not 
made public. This would be the type of ex parte communication prohibited by Model Rule 3.5(b).6 This 
would be akin to driving down the juror’s street, stopping the car, getting out, and asking the juror for 
permission to look inside the juror’s house because the lawyer cannot see enough when just driving 
past.  

Some ESM networks have a feature that allows the juror to identify fellow members of the same 
ESM network who have passively viewed the juror’s ESM. The details of how this is accomplished will 
vary from network to network, but the key feature that is relevant to this opinion is that the juror-
subscriber is able to determine not only that his ESM is being viewed, but also the identity of the viewer. 
This capability may be beyond the control of the reviewer because the notice to the subscriber is 
generated by the ESM network and is based on the identity profile of the subscriber who is a fellow 
member of the same ESM network.  

Two recent ethics opinions have addressed this issue. The Association of the Bar of the City of 
New York Committee on Professional Ethics, in Formal Opinion 2012-27, concluded that a network-
generated notice to the juror that the lawyer has reviewed the juror’s social media was a 
communication from the lawyer to a juror, albeit an indirect one generated by the ESM network. Citing 
the definition of “communication” from Black’s Law Dictionary (9th ed.) and other authority, the opinion 
concluded that the message identifying the ESM viewer was a communication because it entailed “the 
process of bringing an idea, information or knowledge to another’s perception—including the fact that 
they have been researched.” While the ABCNY Committee found that the communication would 
“constitute a prohibited communication if the attorney was aware that her actions” would send such a 
notice, the Committee took “no position on whether an inadvertent communication would be a 
violation of the Rules.” The New York County Lawyers’ Association Committee on Professional Ethics in 
Formal Opinion 743 agreed with ABCNY’s opinion and went further explaining, “If a juror becomes 
aware of an attorney’s efforts to see the juror’s profiles on websites, the contact may well consist of an 
impermissible communication, as it might tend to influence the juror’s conduct with respect to the 
trial.”8  

This Committee concludes that a lawyer who uses a shared ESM platform to passively view juror 
ESM under these circumstances does not communicate with the juror. The lawyer is not communicating 
with the juror; the ESM service is communicating with the juror based on a technical feature of the ESM. 
This is akin to a neighbor’s recognizing a lawyer’s car driving down the juror’s street and telling the juror 
that the lawyer had been seen driving down the street.  

Discussion by the trial judge of the likely practice of trial lawyers reviewing juror ESM during the 
jury orientation process will dispel any juror misperception that a lawyer is acting improperly merely by 
viewing what the juror has revealed to all others on the same network.  

While this Committee concludes that ESM-generated notice to a juror that a lawyer has 
reviewed the juror’s information is not communication from the lawyer to the juror, the Committee 
does make two additional recommendations to lawyers who decide to review juror social media. First, 
the Committee suggests that lawyers be aware of these automatic, subscriber-notification features. By 
accepting the terms of use, the subscriber-notification feature is not secret. As indicated by Rule 1.1, 
Comment 8, it is important for a lawyer to be current with technology. While many people simply click 



 

 

their agreement to the terms and conditions for use of an ESM network, a lawyer who uses an ESM 
network in his practice should review the terms and conditions, including privacy features – which 
change frequently – prior to using such a network. And, as noted above, jurisdictions differ on issues 
that arise when a lawyer uses social media in his practice.  

Second, Rule 4.4(a) prohibits lawyers from actions “that have no substantial purpose other than 
to embarrass, delay, or burden a third person . . .” Lawyers who review juror social media should ensure 
that their review is purposeful and not crafted to embarrass, delay, or burden the juror or the 
proceeding.  
 
Discovery of Juror Misconduct  

Increasingly, courts are instructing jurors in very explicit terms about the prohibition against 
using ESM to communicate about their jury service or the pending case and the prohibition against 
conducting personal research about the matter, including research on the Internet. These warnings 
come because jurors have discussed trial issues on ESM, solicited access to witnesses and litigants on 
ESM, not revealed relevant ESM connections during jury selection, and conducted personal research on 
the trial issues using the Internet.9  

In 2009, the Court Administration and Case Management Committee of the Judicial Conference 
of the United States recommended a model jury instruction that is very specific about juror use of social 
media, mentioning many of the popular social media by name.10 The recommended instruction states in 
part:  

I know that many of you use cell phones, Blackberries, the internet and other tools of 
technology. You also must not talk to anyone at any time about this case or use these 
tools to communicate electronically with anyone about the case . . . You may not 
communicate with anyone about the case on your cell phone, through e-mail, 
Blackberry, iPhone, text messaging, or on Twitter, through any blog or website, 
including Facebook, Google+, My Space, LinkedIn, or YouTube. . . . I expect you will 
inform me as soon as you become aware of another juror’s violation of these 
instructions.  

 
These same jury instructions were provided by both a federal district court and state criminal 

court judge during a three-year study on juries and social media. Their research found that “jury 
instructions are the most effective tool to mitigate the risk of juror misconduct through social media.”11 

As a result, the authors recommend jury instruction on social media “early and often” and daily in 
lengthy trials.12  

Analyzing the approximately 8% of the jurors who admitted to being “tempted” to communicate 
about the case using social media, the judges found that the jurors chose not to talk or write about the 
case because of the specific jury instruction not to do so.  

While juror misconduct via social media itself is not the subject of this Opinion, lawyers 
reviewing juror websites and ESM may become aware of misconduct. Model Rule 3.3 and its legislative 
history make it clear that a lawyer has an obligation to take remedial measures including, if necessary, 
informing the tribunal when the lawyer discovers that a juror has engaged in criminal or fraudulent 
conduct related to the proceeding. But the history is muddled concerning whether a lawyer has an 
affirmative obligation to act upon learning that a juror has engaged in improper conduct that falls short 
of being criminal or fraudulent.  

Rule 3.3 was amended in 2002, pursuant to the ABA Ethics 2000 Commission’s proposal, to 
expand on a lawyer’s previous obligation to protect a tribunal from criminal or fraudulent conduct by 
the lawyer’s client to also include such conduct by any person.13  
 



 

 

Model Rule 3.3(b) reads:  
(b) A lawyer who represents a client in an adjudicative proceeding and who knows that a person 
intends to engage, is engaging or has engaged in criminal or fraudulent conduct related to the 
proceeding shall take reasonable remedial measures including, if necessary, disclosure to the 
tribunal.  
 
Comment [12] to Rule 3.3 provides:  
 
Lawyers have a special obligation to protect a tribunal against criminal or fraudulent conduct 
that undermines the integrity of the adjudicative process, such as bribing, intimidating or 
otherwise unlawfully communicating with a witness, juror, court official or other participant in 
the proceeding, unlawfully destroying or concealing documents or other evidence or failing to 
disclose information to the tribunal when required by law to do so. Thus, paragraph (b) requires 
a lawyer to take reasonable remedial measures, including disclosure if necessary, whenever the 
lawyer knows that a person, including the lawyer’s client, intends to engage, is engaging or has 
engaged in criminal or fraudulent conduct related to the proceeding.  

 
Part of Ethics 2000’s stated intent when it amended Model Rule 3.3 was to incorporate 

provisions from Canon 7 of the ABA Model Code of Professional Responsibility (Model Code) that had 
placed an affirmative duty upon a lawyer to notify the court upon learning of juror misconduct:  
 

This new provision incorporates the substance of current paragraph (a)(2), as well as ABA Model 
Code of Professional Responsibility DR 7-102(B)(2) (“A lawyer who receives information clearly 
establishing that a person other than the client has perpetrated a fraud upon a tribunal shall 
promptly reveal the fraud to the tribunal”) and DR 7-108(G) (“A lawyer shall reveal promptly to 
the court improper conduct by a venireperson or juror, or by another toward a venireperson or 
juror or a member of the venireperson’s or juror’s family, of which the lawyer has knowledge”). 
Reporter’s Explanation of Changes, Model Rule 3.3.14  

 
However, the intent of the Ethics 2000 Commission expressed above to incorporate the 

substance of DR 7-108(G) in its new subsection (b) of Model Rule 3.3 was never carried out. Under the 
Model Code’s DR 7-108(G), a lawyer knowing of “improper conduct” by a juror or venireperson was 
required to report the matter to the tribunal. Under Rule 3.3(b), the lawyer’s obligation to act arises 
only when the juror or venireperson engages in conduct that is fraudulent or criminal.15 While improper 
conduct was not defined in the Model Code, it clearly imposes a broader duty to take remedial action 
than exists under the Model Rules. The Committee is constrained to provide guidance based upon the 
language of Rule 3.3(b) rather than any expressions of intent in the legislative history of that rule.  

By passively viewing juror Internet presence, a lawyer may become aware of a juror’s conduct 
that is criminal or fraudulent, in which case, Model Rule 3.3(b) requires the lawyer to take remedial 
measures including, if necessary, reporting the matter to the court. But the lawyer may also become 
aware of juror conduct that violates court instructions to the jury but does not rise to the level of 
criminal or fraudulent conduct, and Rule 3.3(b) does not prescribe what the lawyer must do in that 
situation. While considerations of questions of law are outside the scope of the Committee’s authority, 
applicable law might treat such juror activity as conduct that triggers a lawyer’s duty to take remedial 
action including, if necessary, reporting the juror’s conduct to the court under current Model Rule 
3.3(b).16  

While any Internet postings about the case by a juror during trial may violate court instructions, 
the obligation of a lawyer to take action will depend on the lawyer’s assessment of those postings in 



 

 

light of court instructions and the elements of the crime of contempt or other applicable criminal 
statutes. For example, innocuous postings about jury service, such as the quality of the food served at 
lunch, may be contrary to judicial instructions, but fall short of conduct that would warrant the extreme 
response of finding a juror in criminal contempt. A lawyer’s affirmative duty to act is triggered only 
when the juror’s known conduct is criminal or fraudulent, including conduct that is criminally 
contemptuous of court instructions. The materiality of juror Internet communications to the integrity of 
the trial will likely be a consideration in determining whether the juror has acted criminally or 
fraudulently. The remedial duty flowing from known criminal or fraudulent juror conduct is triggered by 
knowledge of the conduct and is not preempted by a lawyer’s belief that the court will not choose to 
address the conduct as a crime or fraud.  
 
Conclusion  

In sum, a lawyer may passively review a juror’s public presence on the Internet, but may not 
communicate with a juror. Requesting access to a private area on a juror’s ESM is communication within 
this framework.  

The fact that a juror or a potential juror may become aware that the lawyer is reviewing his 
Internet presence when an ESM network setting notifies the juror of such review does not constitute a 
communication from the lawyer in violation of Rule 3.5(b).  

If a lawyer discovers criminal or fraudulent conduct by a juror related to the proceeding, the 
lawyer must take reasonable remedial measures including, if necessary, disclosure to the tribunal. 
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1. Unless there is reason to make a distinction, we will refer throughout this opinion to jurors as including both potential and 
prospective jurors and jurors who have been empaneled as members of a jury.  
2. The capabilities of ESM change frequently. The committee notes that this opinion does not address particular ESM 
capabilities that exist now or will exist in the future. For purposes of this opinion, key elements like the ability of a subscriber to 
control access to ESM or to identify third parties who review a subscriber’s ESM are considered generically.  
3. While this Committee does not take a position on whether the standard of care for competent lawyer performance requires 
using Internet research to locate information about jurors that is relevant to the jury selection process, we are also mindful of 
the recent addition of Comment [8] to Model Rule 1.1. This comment explains that a lawyer “should keep abreast of changes in 
the law and its practice, including the benefits and risks associated with relevant technology.” See also Johnson v. McCullough, 
306 S.W.3d 551 (Mo. 2010) (lawyer must use “reasonable efforts” to find potential juror’s litigation history in Case.net, 
Missouri’s automated case management system); N. H. Bar Ass’n, Op. 2012-13/05 (lawyers “have a general duty to be aware of 
social media as a source of potentially useful information in litigation, to be competent to obtain that information directly or 
through an agent, and to know how to make effective use of that information in litigation”); Ass’n of the Bar of the City of N. Y. 
Comm. on Prof’l Ethics, Formal Op. 2012-2 (“Indeed, the standards of competence and diligence may require doing everything 
reasonably possible to learn about jurors who will sit in judgment on a case.”).  
4. Judges also may choose to work with local jury commissioners to ensure that jurors are advised during jury orientation that 
they may properly be investigated by lawyers in the case to which they are assigned. This investigation may include review of 
the potential juror’s Internet presence.  



 

 

5. Or. State Bar Ass’n, Formal Op. 2013-189 (“Lawyer may access publicly available information [about juror, witness, and 
opposing party] on social networking website”); N.Y. Cnty. Lawyers Ass’n, Formal Op. 743 (2011) (lawyer may search juror’s 
“publicly available” webpages and ESM); Ass’n of the Bar of the City of N.Y. Comm. on Prof’l Ethics, supra note 3 (lawyer may 
use social media websites to research jurors); Ky. Bar Ass’n, Op. E-434 (2012) (“If the site is ‘public,’ and accessible to all, then 
there does not appear to be any ethics issue.”). See also N.Y. State Bar Ass’n, Advisory Op. 843 (2010) (“A lawyer representing a 
client in pending litigation may access the public pages of another party’s social networking website (such as Facebook or 
MySpace) for the purpose of obtaining possible impeachment material for use in the litigation”); Or. State Bar Ass’n, Formal Op. 
2005-164 (“Accessing an adversary’s public Web [sic] site is no different from reading a magazine or purchasing a book written 
by that adversary”); N.H. Bar Ass’n, supra note 3 (viewing a Facebook user’s page or following on Twitter is not communication 
if pages are open to all members of that social media site); San Diego Cnty. Bar Legal Ethics Op. 2011-2 (opposing party’s public 
Facebook page may be viewed by lawyer).  
6. See Or. State Bar Ass’n, supra note 5, fn. 2, (a “lawyer may not send a request to a juror to access non-public personal 
information on a social networking website, nor may a lawyer ask an agent to do so”); N.Y. Cnty. Lawyers Ass’n, supra note 5 
(“Significant ethical concerns would be raised by sending a ‘friend request,’ attempting to connect via LinkedIn.com, signing up 
for an RSS feed for a juror’s blog, or ‘following’ a juror’s Twitter account”); Ass’n of the Bar of the City of N.Y. Comm. on Prof’l 
Ethics, supra note 3 (lawyer may not chat, message or send a “friend request” to a juror); Conn. Bar Ass’n, Informal Op. 2011-4 
(friend request is a communication); Mo. Bar Ass’n, Informal Op. 2009-0003 (friend request is a communication pursuant to 
Rule 4.2). But see N.H. Bar Ass’n, supra note 3 (lawyer may request access to witness’s private ESM, but request must “correctly 
identify the lawyer . . . [and] . . . inform the witness of the lawyer’s involvement” in the matter); Phila. Bar Ass’n, Advisory Op. 
2009-02 (lawyer may not use deception to secure access to witness’s private ESM, but may ask the witness “forthrightly” for 
access).  
7. Ass’n of the Bar of the City of N.Y. Comm. on Prof’l Ethics, supra, note 3.  
8. N.Y. Cnty. Lawyers’ Ass’n, supra note 5.  
9. For a review of recent cases in which a juror used ESM to discuss trial proceedings and/or used the Internet to conduct 
private research, read Hon. Amy J. St. Eve et al., More from the #Jury Box: The Latest on Juries and Social Media, 12 Duke Law & 
Technology Review no. 1, 69-78 (2014), available at 
http://scholarship.law.duke.edu/cgi/viewcontent.cgi?article=1247&context=dltr.  
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lawyer shall reveal promptly to the court improper conduct by a member of the venire or a juror….”).  
16. See, e.g., U.S. v. Juror Number One, 866 F.Supp.2d 442 (E.D. Pa. 2011) (failure to follow jury instructions and emailing other 
jurors about case results in criminal contempt). The use of criminal contempt remedies for disregarding jury instructions is not 
confined to improper juror use of ESM. U.S. v. Rowe, 906 F.2d 654 (11th Cir. 1990) (juror held in contempt, fined, and dismissed 
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